From: Maithreyi Manoharan On Behalf Of POSTMASTER

Sent: Wednesday, December 15, 2004 5:21 PM

To: Faculty-Staff

Subject: FW: Confidentiality of Human Resource Records and Information Requirements

DATE: December 13, 2004
TO: All Campus Employees
FROM: David Dauwalder, Provost and Vice President, Academic Affairs

Mary Stephens, Vice President, Business and Finance
SUBJECT:  Confidentiality of Human Resources Records and Information Requirements

Enclosed is a copy of our campus requirements to protect sensitive employee data and maintain
confidentiality of the data as required under the State of California Information Practices Act (IPA),
Title 5 and Education Code.

The purpose of the enclosed document is to insure that all campus employees are advised of the legal
requirements pertaining to the:

1) Definition of confidential employee personal information, including a list of information that
may be disclosed and may not be disclosed,;

2) Access to employee records;

3) Requirements for handling employee/applicant information;

4) Procedures for disclosing required information concerning an employee;

5) Collection, use, maintenance, and dissemination of protected employee information and records;

6) University’s condition of use and confidentiality form in order to use or access the campus data
base systems or other related data systems;

7) Storage and disposal of confidential information.

Also attached to the requirements is a Summary of the Information Practices Act of 1977 (Attachment
A); California Code of Regulations Section 42396.2 (Attachment B); Education code Section 89546
(Attachment C); and CSU Conditions of Use and Confidentiality Form for Employees and Consultants
(Attachment D).

Should you have questions pertaining to this document, please contact Mary Kobayashi Lee, Director of
Human Resources for staff and management related questions at 667-3351. For faculty related
questions, please contact Ted Wendt, Associate Vice President for Faculty Affairs at 667-3392.

Attachments

cc: Marvalene Hughes, President
Stacey Morgan-Foster, Vice President, Student Affairs
Bill Ruud, Vice President, Development and University Relations
Deanie Brown, Assistant to the President, Equal Opportunity and Internal Relations
Ted Wendt, Associate Vice President, Faculty Affairs
Mary Kobayashi Lee, Director of Human Resources
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Confidentiality of Human Resource Records and Information Requirements

The California State University (CSU) has responsibility to protect sensitive employee
data and maintain confidentiality of that data under the Information Practices Act (IPA)
and Title 5. The Information Practices Act, California Civil Code Section 1798, et seq.
requires the campus to collect, use, maintain and disseminate information relating to
individuals in accordance with its provisions. Additionally, Sections 42396 through
42396.5 of Title 5 of the California Code of Regulations address privacy and the
principles of personnel information management. Summaries of the IPA and Section
42396.2 of Title 5 are provided in Attachments A and B of this document, respectively.
Attachment C contains Education Code Section 89546 relating to employee records.

INTRODUCTION

Pursuant to CSU HR Technical letter HR 2003-05 issued March 13, 2003, the campus
must take necessary measures to protect confidential employee personal information,
which includes, but is not limited to, social security number, ethnicity, gender, birth date,
home address, physical description, home telephone number, medical history and

performance evaluations.

To protect confidential information, the following measures must be followed:

1. The campus must ensure that all employees with access to confidential information have a legitimate
CSU need to have such access. These employees must understand the responsibility they have under
the Information Practices Act and Title 5 to protect sensitive employee data.

2. Confidential employee information should not be transmitted outside the CSU unless it is for legitimate
CSU purposes. Recipients must be informed that the information provided is confidential and is
provided for the sole purpose of the specific business need. Also, recipients must be informed that they
are responsible for the protection of the information and the destruction of all files after the intended

use is satisfied.

The CSU requirements for protecting confidential employee data include the requirement
that employees with access to confidential employee data in the Human Resources
database or any other computerized information system sign a confidentiality agreement
acknowledging that the employee understands requirements for protecting confidential

employee data.
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ACCESS TO EMPLOYEE RECORDS

This section establishes campus procedures to be followed when requests for access
involve records concerning University employees/applicants. All requests for faculty or
instructionally related student employees and/or faculty applicant information shall be
forwarded to the Associate Vice President, Faculty Affairs. All requests for management
and staff employees and/or management/staff applicant information shall be forwarded to
the Director of Human Resources.

If you have questions regarding the information request please contact Faculty Affairs at
667-3392 or Human Resources at 667-3351.

REQUIREMENTS FOR HANDLING CONFIDENTIAL
EMPLOYEE/APPLICANT INFORMATION

Due to the need to safeguard the privacy of individuals, efforts must be made to prevent
the inadvertent release of information that would constitute an unwarranted invasion of
personal privacy. University managers/supervisors must establish procedures that will
assure that the confidential information is available only to those persons whose work
requires access to such information. This information is not to be released to other than
users whose University duties require access. The only exceptions are by written
permission of the employee whose information is being requested or pursuant to a valid
subpoena or other court order. Reasonable precautions must be taken to prevent
unauthorized persons from casually observing confidential information in work areas
during normal business hours. The information must then be returned to locked files
during non-business hours.

PROCEDURES FOR DISCLOSING REQUIRED INFORMATION
CONCERNING EMPLOYEES

When the requested information concerns an employee/applicant and when disclosure is
determined to be required by the Associate Vice President, Faculty Affairs or the Director
of Human Resources, they will be responsible for compiling and providing the
information to the requestor. Current CSU policy requires the Associate Vice President,
Faculty Affairs and the Director of Human Resources to FAX the request (often a
subpoena for employee records) to the CSU Office of General Counsel for prior approval
to release the requested information.

It should be noted that the California Public Records Act, Government Code, Section 625
makes certain employment information a matter of public record. In disclosing the
information listed in the next section (EMPLOYEE INFORMATION FOR
DISCLOSURE/PROTECTION), any personal items such as home address and/or home
phone number, Social Security number, etc., should be deleted before disclosure is made.

When requests are received concerning general classes or categories of employee, e.g., a
listing of all academic employees, these requests must be referred to the Associate Vice
President, Faculty Affairs or the Director of Human Resources.
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EMPLOYEE INFORMATION FOR DISCLOSURE/PROTECTION
EMPLOYEE INFORMATION THAT MAY BE DISCLOSED

The following information concerning CSU employees is a matter of public record and
must be made available in response to any bona fide request:

Name

Department (Organizational Unit)
Funding Source

(Attendance) Unit

County of employment

Gross Salary

Frequency of Pay

Pay Rate

Time worked

Shift differential eligibility based on work assignments (but not actual payroll details)
Pay period

Job classification/range

Time base/FTE

Retirement system

Job description, duties and responsibilities
Dates of appointment and separation

EMPLOYEE INFORMATION THAT MUST NOT BE DISCLOSED

The following information is identified as personal or confidential and is not subject to
mandatory public disclosure. If the information requested is not listed here it shall be
considered confidential and not subject to disclosure.

Social Security number
Number of tax exemptions
Amount of taxes withheld
Amount of OASDI withheld
Marital status

All voluntary/involuntary deduction/reductions (amount and types)
Survivor’s amounts

Net pay of an employee
Home address

Home telephone number
Birth Date

Ethnic data

Designee for last payroll warrant
Gender data

Veteran status

Performance evaluations
Education

Disciplines

Financial matters

Medical history
Employment history
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CONDITIONS OF USE AND CONFIDENTIALITY FORM

Everyone utilizing/accessing the Human Resources data base system and/or other data
related systems that contain Human Resources data shares the responsibility for the
security, integrity and confidentiality of information. A copy of the signed
Confidentiality Form will be retained in the individual’s official personnel file.
Attachment D is a copy of the University’s Confidentiality form.

STORAGE AND DISPOSAL OF CONFIDENTIAL INFORMATION

Employees should use caution in storing or disposing of confidential information. This
includes shredding any paper that contains information described herein as personal or
confidential. In addition, any personal or confidential data contained on computer media
must be erased before disposing of the tape, diskette, CD-ROM, zip disk, or other type of
medium. Questions regarding storage or disposal of faculty employee and/or faculty
applicant confidential information should be directed to the Associate Vice President,
Faculty Affairs. For management/staff employee and /or management/staff applicant
confidential information, questions should be directed to the Director of Human
Resources.
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Attachment A — Summary Information Practices Act of 1977
To view the entire code: http://www.leginfo.ca.gov/calaw.html (Select Civil Code/check box and then go to the bottom
of the page and search for Section 1798 and or applicable subsections.)

As outlined in CSU Human Resources technical letters labeled as HR/PR 93-01 and
Supplement 1, each campus has the legal responsibility to administer and comply with
provisions of the Information Practices Act (IPA.) These documents are available at
Human Resources Administration Web page at http://www.calstate.edu/HRAdm/policies.shtml.
Additionally, the IPA is contained in Sections 1798 — 1798.78, of the California Civil
Code. The IPA places specific requirements on state agencies in relation to the
collection, use, maintenance and dissemination of information relating to individuals.
Careless, accidental or intentional disclosure of information to unauthorized persons can
have far-reaching effects, which may result in disciplinary action against those involved
in unauthorized disclosure (Section 1798.55) and civil action against the CSU with a right
to be awarded reasonable attorney’s fees, if successful. For reference, the following
summary is provided:

Article 1: General Provisions and Legislative Findings

Section 1798.1 The Legislature declares that the right to privacy is a personal and
fundamental right protected by Section 1 of Article I of the Constitution of California and
by the United States Constitution and that all individuals have a right to privacy in
information pertaining to them. The Legislature further makes the following findings:

a) The right to privacy is being threatened by the indiscriminate collection,
maintenance and dissemination of personal information and the lack of effective laws
and legal remedies.

b) The increasing use of computers and other sophisticated information technology has
greatly magnified the potential risk to individual privacy that can occur from the
maintenance of personal information.

c) Inorder to protect the privacy of individuals, it is necessary that the maintenance
and dissemination of personal information be subject to strict limits.

Article 2: Definitions
Section 1798.3 As used in this chapter:

a) The term “personal information” means any information that is maintained by an
agency that identifies or describes an individual including, but not limited to, his or
her name, social security number, physical description, home address, home
telephone number, education, financial matters, and medical or employment history.
It includes statements made by, or attributed to, the individual.

b) ...

c) The term “disclose’ means to disclose, release, transfer, disseminate, or otherwise
communicate all or any part of any record orally, in writing, or by electronic or any
other means to any person or entity.

Article 5: Agency Requirements

Section 1798.14. Each agency shall maintain in its records only personal information,
which is relevant and necessary to accomplish a purpose of the agency, required or
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authorized by the California Constitution or statute or mandated by the federal
government.

Section 1798.18 Each agency shall maintain all records, to the maximum extent
possible, with accuracy, relevance, timeliness and completeness...

Section 1798.20 Each agency shall establish rules of conduct for persons involved in the
design, development, operation, disclosure or maintenance of records containing
personal information and instruct each such person with respect to rules and the
requirements of this chapter, including any other rules and procedures adopted pursuant
to this chapter and the remedies and penalties for noncompliance.

Section 1798.21 Each agency shall establish appropriate and reasonable administrative,
technical and physical safeguards to ensure compliance with the provisions of this
chapter, to ensure the security and confidentiality of records and to protect against
anticipated threats or hazards to their security or integrity which could result in any
injury.

Section 1798.22 Each agency shall designate an agency employee to be responsible for
ensuring that the agency complies with all of the provisions of this chapter.

Article 6: Conditions of Disclosure

Section 1798.24 No agency may disclose any personal information in a manner that
would link the information disclosed to the individual to whom it pertains... [Exceptions
to this rule are listed in the statute.]

Article 10: Penalties

Section 1798.55 The intentional violation of any provision of this chapter or any rules or
regulations adopted thereunder, by an officer or employee of any agency shall constitute
a cause for discipline, including termination of employment.

Section 1798.56 Any person who willfully requests or obtains any record containing
personal information from an agency under false pretenses shall be guilty of a
misdemeanor and fined not more than five thousand dollars ($5,000), or imprisoned not
more than one year, or both.
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Attachment B — California Code of Requlations

Sections 42396 through 42396.5 of Title 3 of the California Code of Regulations address
privacy and the principles of personal information management applicable to The
California State University. Title 5 can be found on the web at http://ccr.oal.ca.gov/.

For reference the following summary is provided:

Section 42396.2 Principles of Personal Information Management. The following principles
of personal information management shall be implemented within The California State
University:

(a) There should be no personal information system the existence of which is secret.

(b) Personal information should not be collected unless the need for it has been clearly
established in advance.

(c) Personal information should be appropriate and relevant to the purpose for which it
has been collected.

(d) Personal information should not be transferred outside of The California State
University unless the transfer is compatible with the disclosed purpose for which it
was collected.

(e) Personal information should be used as a basis for a decision only when it is accurate
and relevant.

(F) There should be procedures established by which a person may learn what personal
information about him or her has been retained by The California State University
and where lawful, have those records disclosed to him or her, pursuant to the
provisions of this Article.

(9) There should be established within The California State University procedures by
which a person may request in writing addition to or deletion of personal information
about him or herself, which does not meet the principles of this section. Such
requests should be honored within a reasonable length of time or the person should be
permitted to file a concise statement of dispute regarding the personal information,
which shall become a permanent part of the record, or, the disputed personal
information should be destroyed.

(h) Precautions should be taken to prevent the unauthorized access to or use of personal
information retained by The California State University.

These principles shall be construed and implemented so as to be consistent with all
federal and state laws otherwise regulating or allowing for the user of personal
information, including but not limited to Education Code Section 89546. See Attachment
C.
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Attachment C — Education Code Section 89546 relating to employee records.

89546. (@) Every employee of a state university or college shall
have the right to access to all reports, documents, correspondence,
and other material, which pertain to the employee, which are kept by
the university or college. Each employee shall also have the right
to have another person of the employee®s choosing accompany the
employee to inspect the employee"s records.

(b) Upon written request, the employee shall, within 10 calendar
days of the request, be provided an exact copy of all or any portion
the employee desires of any of the items specified in subdivision
(a). The employee shall bear the cost of duplicating such items.

(c) If, after examination of the records pertaining to the
employee, an employee believes that any portion of the material is
not accurate, relevant, timely, or complete, the employee may request
in writing correction of the record or deletion of the offending
portion, or both. Such request shall include a written statement by
the employee as to the corrections and deletions that the employee
believes need to be made and the reasons therefor. This statement
shall become part of the employee®s personnel file.

(d) Within 21 calendar days of the request for correction of the
record or deletion of the portion of the record objected to, or both,
the president of the state university or college shall either accede
to the employee®s request or notify the employee in writing of the
president”s refusal to grant the request. |If the president refuses
to grant the request, the president shall state the reasons for the
refusal in writing, and the written statement shall become part of
the employee®s personnel file.

(e) The remedies authorized by this section shall be in addition
to any other remedy provided by law.

(f) Personnel recommendations or decisions relating to the
promotion, retention, termination, or any other personnel action
shall be based primarily on material contained in the employee®s
personnel file and open to the employee"s inspection. |If a personnel
recommendation or decision is based on any reasons not contained in
the employee®s personnel file, the party making the recommendation or
decision shall commit those reasons to writing, and the written
statement of those reasons shall become part of the employee®s
personnel file.

(g9) Pre-employment materials shall be excluded from the
requirements of this section, except as they may be considered in
subsequent personnel actions.

(h) 1If the provisions of this section are in conflict with the
provisions of a memorandum of understanding reached pursuant to
Chapter 12 (commencing with Section 3560) of Division 4 of Title 1 of
the Government Code, the memorandum of understanding shall be
controlling without further legislative action, except that if such
provisions of a memorandum of understanding require the expenditure
of funds, the provisions shall not become effective unless approved
by the Legislature in the annual Budget Act.

Approved: December 13, 2004
8 of 8



CSU STANISLAUS Attachment D
CONDITIONS OF USE AND CONFIDENTIALITY FORM FOR
EMPLOYEES AND CONSULTANTS

SECTION TO BE FILLED OUT BY MANAGER

My signature below certifies that (PRINT EMPLOYEE’S
OR CONSULTANT’S NAME), Who is under my supervision, requires access to Confidential
Employee, Applicant or Student Personal Information in one or more of CSU
Stanislaus’ administrative computing systems. Confidential Employee, Applicant or
Student Personal Information includes, but is not limited to, the following data: Social
Security Number (SSN), Date of Birth (DOB), home address, home phone number,
physical description, medical history, gender and ethnicity.

While this employee or consultant may have exposure to databases that contain
Confidential Employee, Applicant or Student Personal Information, they are
PROHIBITED from viewing any Employee, Applicant or Student Personal Information
in the campus’ administrative computing systems without written approval in advance
from the campus Privacy Officer and their respective Vice President.

Manager Name (please print) Signature Date

Vice President Name (please print) Signature Date

SECTION TO BE FILLED OUT BY EMPLOYEE (OR CONSULTANT)

I certify that | have been given a copy of, and have read and understand, the attached
Conditions of Use document and summaries of provisions of the California Information
Practices Act of 1977, Title 5, California Code of Regulations and Education Code,
section 89546, that govern access to and use of information contained in employee,
applicant, and student records, including data that is accessible through the CSU
Stanislaus administrative computing systems.

I certify that | have read these documents, I understand them, and | agree to comply with
their terms and conditions.

Name (please print) Signature Date
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